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GRXEOHGZLWKLQWKHVDPHSHULRG0D\HU7KHVHYDOXHVVKRZWKHUHOHYDQFHDQGZLGHVSUHDGXVHRIKLJKSRZHU
ODVHUPDFKLQHV
7RSURWHFWWKHHQYLURQPHQWIURPODVHUUDGLDWLRQWKHSURFHVVDUHDLVXVXDOO\VKLHOGHGE\DKRXVLQJ7KHKRXVLQJ
W\SLFDOO\FRQVLVWVRISDVVLYHEDUULHUVPDGHRIPHWDORUFRQFUHWHZKLFKSURYLGHSURWHFWLRQE\DEVRUELQJ WKHEHDP
HQHUJ\*RHEHO VWDWHG WKDW SDVVLYH ODVHUJXDUGV DUH HDV\ WREXLOG DQG HFRQRPLFDOO\ DGYDQWDJHRXV LQ VPDOO
V\VWHPVZKHQXVHGLQODUJHSURFHVVLQJPDFKLQHVDKLJKHIIRUWRIZRUNPRQH\DQGPDWHULDOLVUHTXLUHGWRGHVLJQ
DQGEXLOGWKHEDUULHUVHVSHFLDOO\GXHWRWKHODFNRIVXLWDEOHPDWHULDOVIRUKLJKODVHUSRZHUV7KHPHQWLRQHGGLVDG
YDQWDJHVEHFRPHHYLGHQWZKHQWKHORZSURWHFWLRQWLPHVRISDVVLYHODVHUVDIHW\EDUULHUVXQGHULUUDGLDWLRQZLWKKLJK
SRZHUODVHUEHDPVDUHFRQVLGHUHGFI/XJDXHUHWDO=DHKHWDO
$FWLYH ODVHU VDIHW\ IDFLOLWLHV FDQEHXVHG LQ DGGLWLRQ WRSDVVLYH V\WHPV ,QPRVW FDVHV WKH\ DUHZDOOEDVHG DQG
LGHQWLI\DIDXOWE\YDULRXVSK\VLFDOGHWHFWLRQPHFKDQLVPVOLNHRSWLFDOUHFRJQLWLRQ*RHEHORUGHWHFWLQJDODVHU
LQGXFHGLQFUHDVHLQWHPSHUDWXUHE\VWUDLQPHDVXUHPHQW:LOKHOPLDQG)HLVWHO$FWLYHVDIHW\XQLWVDUHH[SHQ
VLYH GXH WR KLJK UHTXLUHPHQWV RI WKH (&0DFKLQHU\'LUHFWLYH 'LUHFWLYH (&  DQG WKH KDUPRQLVHG
VWDQGDUG(1,62RQWKHIXQFWLRQDOVDIHW\RIVXFKGHYLFHV0RUHRYHURQO\IHZFRPPHUFLDOSURYLG
HUVH[LVW7ZRLWHPVDUHFXUUHQWO\DYDLODEOHRQWKHPDUNHW7KH/DVHU6S\6HQVRURI5(,6/DVHUWHF5(,6XQNQRZQ
DQGWKH/DVHU-DLOHURI/DVHUPHW/WG/DVHUPHW7KHILQDQFLDOH[SHQVHVIRUERWKV\VWHPVVFDOHVWURQJO\ZLWK
WKHVL]HRIWKHSURWHFWLYHKRXVLQJ
3DVVLYHEDUULHUVDUHDOZD\VQHHGHGIRUVHYHUDOUHDVRQVHYHQZKHQXVLQJDFWLYHV\VWHPV)LUVWRIDOODFWLYHGHYLFHV
UHTXLUHDODWHQF\SHULRGWRUHFRJQLVHDIDLOXUHDQGWRVWRSWKHHPLVVLRQ)RUWKLVDPRXQWRIWLPHWKHSDVVLYHFRPSR
QHQWKDVWRSURWHFWWKHHQYLURQPHQWIURPGDQJHURXVUDGLDWLRQ,Q$GGLWLRQGDQJHURXVVFDWWHUHGUDGLDWLRQKDVWREH
H[SHFWHGHYHQGXULQJQRUPDORSHUDWLRQDWKLJKSRZHUSURFHVVHV7RSUHYHQWDSHUPDQHQWHPHUJHQF\VKXWGRZQGXU
LQJUHJXODUSURFHVVLQJWKHLQWHQVLW\RIWKLVVFDWWHUHGUDGLDWLRQKDVWREHEHORZWKHWULJJHULQJWKUHVKROGRIWKHVHQVRUV
RU DOWHUQDWLYHO\ WKH VHQVRUPXVW EH VKLHOGHG IURP WKLV UDGLDWLRQ )XUWKHUPRUH KD]DUGRXV HPLVVLRQV OLNH ZHOGLQJ
IXPHVRU WR[LFGHJUDGDWLRQSURGXFWVDUHRIWHQJHQHUDWHGGXULQJPDWHULDOSURFHVVLQJZKLFKFDQEHH[WUDFWHGPRUH
HIIHFWLYHO\ IURP DQ HQFORVHG DUHD0RUHRYHU DPHFKDQLFDO EDUULHU LV UHTXLUHG WR SUHYHQW LQMXULHV WR WKH RSHUDWRU
FDXVHGE\DFROOLVLRQZLWKPRYLQJSDUWVRIWKHNLQHPDWLFVOLNHLQGXVWULDOURERWVRUJDQWULHV
'XHWRWKHORZSURWHFWLRQWLPHRISDVVLYHFRPSRQHQWVPRGHUQKLJKSRZHUODVHUV\VWHPVDUHRIWHQVHFXUHGE\DQ
H[SHQVLYHDFWLYHODVHUVDIHW\V\VWHPRIKLJKIXQFWLRQDOVDIHW\'HVSLWHWKDWSDVVLYHFRPSRQHQWVDUHVWLOOQHHGHGWR
SURYLGHDGHTXDWHSURWHFWLRQEXWUHPDLQXQFRQVLGHUHGZKHQHVWLPDWLQJDIXQFWLRQDOVDIHW\OHYHO
1.2. Evaluation of the safety of laser safety systems – state of the art 
,Q$QQH[,RIWKH(&0DFKLQHU\'LUHFWLYH'LUHFWLYH(&QDPHGµ(VVHQWLDOKHDOWKDQGVDIHW\UH
TXLUHPHQWVUHODWLQJWRWKHGHVLJQDQGFRQVWUXFWLRQRIPDFKLQHU\¶LWLVQRWHGLQSDUDJUDSKµ5LVNGXHWRRWKHUKD]
DUGV¶ VXESDUDJUDSKµ/DVHU UDGLDWLRQ¶ WKDW µODVHU HTXLSPHQWRQPDFKLQHU\PXVWEHSURWHFWHG LQ VXFKDZD\
WKDWHIIHFWLYHUDGLDWLRQUDGLDWLRQSURGXFHGE\UHIOHFWLRQRUGLIIXVLRQDQGVHFRQGDU\UDGLDWLRQGRQRWGDPDJHKHDOWK¶
7RPHHW WKHVH UHTXLUHPHQWV KDUPRQLVHG VWDQGDUGV DUH FRPPRQO\ XVHG EHFDXVH WKH\ LQGXFH WKH SUHVXPSWLRQ RI
FRQIRUPLW\ DV GHVFULEHG LQ  RI WKH *XLGH WR DSSOLFDWLRQ RI WKH 0DFKLQHU\ 'LUHFWLYH (XURSHDQ &RPPLV
VLRQ
7KHUHOHYDQWKDUPRQLVHGVWDQGDUGIRUODVHUPDWHULDOSURFHVVLQJPDFKLQHVLV,62ZKLFKDIILUPV
LQ SDUDJUDSK  WKDW µ/DVHU JXDUGV VKDOO FRPSO\ ZLWK UHTXLUHPHQWV VSHFLILHG LQ ,(&¶:LWKLQ WKH ODVW
PHQWLRQHGVWDQGDUGDGLVWLQFWLRQLVPDGHEHWZHHQSDVVLYHDQGDFWLYHODVHUJXDUGV:KLOHSURSULHWDU\SDVVLYHODVHU
JXDUGV DUH FODVVLILHG LQ WKUHH VWDJHV DFFRUGLQJ WR WKHLUPDLQWHQDQFH LQWHUYDO µDFWLYH ODVHUJXDUGVKDYH WRPHHW WKH
UHTXLUHPHQW WKDW WKH SURWHFWLRQ WLPH H[FHHGV WKH ODVHU WHUPLQDWLRQ WLPH XS WR WKH IRUHVHHDEOH H[SRVXUH OLPLWV¶
,(&
%RWK W\SHV RI VDIHW\ IDFLOLWLHV DFWLYH DQG SDVVLYH FRUUHVSRQG WR WKH GHILQLWLRQ RI$UWF(&0DFKLQHU\'L
UHFWLYHZKHQWKH\DUHSODFHGVHSDUDWHO\RQWKHPDUNHWEHFDXVHWKH\IXOILODVDIHW\IXQFWLRQWKHLUIDLOXUHDQGRUPDO
IXQFWLRQ HQGDQJHUV WKH VDIHW\ RI SHUVRQV DQG WKH\ DUH QRW QHFHVVDU\ IRU WKH PDFKLQH WR IXQFWLRQ 'LUHFWLYH
(&  7KLV FODVVLILHV WKHP DV VDIHW\ FRPSRQHQWV DFFRUGLQJ WR WKH (&0DFKLQHU\'LUHFWLYH$FWLYH
EDUULHUV DUH FRYHUHG DGGLWLRQDOO\ E\$QQH[,9RI WKH GLUHFWLYHPRUH SUHFLVHO\ E\ LWHP µ/RJLF XQLWV WR HQVXUH
VDIHW\ IXQFWLRQV¶ DFFRUGLQJ WR  RI WKH*XLGH WR DSSOLFDWLRQ RI WKH0DFKLQHU\'LUHFWLYH (XURSHDQ&RPPLV
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VLRQ7KLVPHDQVDQDFWLYH ODVHUVDIHW\EDUULHUPD\µDOVREHVXEMHFW WR WKHSURFHGXUHRIDVVHVVPHQWRIFRQ
IRUPLW\ZLWKLQWHUQDOFKHFNVZKHQLWLVPDQXIDFWXUHGLQDFFRUGDQFHZLWKKDUPRQL]HGVWDQGDUGVWKDWFRYHUDOORIWKH
DSSOLFDEOH(6+5V¶(VVHQWLDO+HDOWKDQG6DIHW\5HTXLUHPHQWV(XURSHDQ&RPPLVVLRQ7RDSSO\WKHVWDQG
DUGFRQIRUPLW\DVVHVVPHQWSURFHGXUHDPRQJRWKHUWKLQJVWKHKDUPRQLVHGVWDQGDUG(1,62KDVWR
EHIXOILOOHG
7KHUHVXOWRIWKHDERYHFDQEHVXPPDULVHG3DVVLYHEDUULHUVDVZHOODVDFWLYHODVHUVDIHW\V\VWHPVDUHVDIHW\FRP
SRQHQWVDQGPXVWFRQIRUPWRWKHHVWDEOLVKHGUXOHV:KHUHDVWKHILUVWPHQWLRQHGIDFLOLWLHVDUHSULPDULO\FKDUDFWHULVHG
E\WKHLUPDLQWHQDQFHLQWHUYDOUHVSHFWLYHO\WKHLUSURWHFWLRQWLPHDQGWKHLUSURWHFWLYHH[SRVXUHOLPLW7KHHYDOXDWLRQ
RIWKHODWWHULVIRFXVVHGRQIXQFWLRQDOVDIHW\
1.3. Risk assessment and safety in mechanical engineering with a focus on laser material processing units 
$FFRUGLQJWRDQQH[,RIWKH'LUHFWLYH(&µWKHPDQXIDFWXUHURIPDFKLQHU\RUKLVDXWKRUL]HGUHS
UHVHQWDWLYHPXVWHQVXUHWKDWDULVNDVVHVVPHQWLVFDUULHGRXWLQRUGHUWRGHWHUPLQHWKHKHDOWKDQGVDIHW\UHTXLUHPHQWV
ZKLFK DSSO\ WRPDFKLQHU\¶ ,QRI WKH*XLGH WR DSSOLFDWLRQRI WKH0DFKLQHU\'LUHFWLYH (XURSHDQ&RPPLV
VLRQLWLVVWDWHGWKDWWKHJHQHUDOSULQFLSOHVIRUULVNDVVHVVPHQWRIPDFKLQHU\DUHH[SODLQHGLQ(1,62
7KLV VWDQGDUGKRZHYHUZDV UHSODFHGE\(1 ,62  LQ)HKOHU9HUZHLVTXHOOH NRQQWH
QLFKWJHIXQGHQZHUGHQVKRZVDVLPSOLILHGLWHUDWLYHSURFHVVRIULVNUHGXFWLRQDFFRUGLQJWRWKLVVWDQGDUG
)LJ6LPSOLILHGLWHUDWLYHSURFHVVRIULVNUHGXFWLRQDFFRUGLQJWR(1,62
7KHVHTXHQFHVWDUWVZLWKDULVNDQDO\VLV)RUWKLVSXUSRVHWKHOLPLWVRIWKHFRQVLGHUHGPDFKLQHKDYHWREHGHWHU
PLQHGZLWK UHJDUG WR VSDWLDO DQG WHPSRUDODVSHFWV DVZHOO DV WR WKHGLIIHUHQW W\SHVRIDSSOLFDWLRQV6XEVHTXHQWO\
KD]DUGVZKLFKFDQRFFXUZLWKLQWKHGHILQHGIUDPHZRUNPXVWEHLGHQWLILHG7KHQWKHULVNVSRVHGE\WKHVHKD]DUGV
KDYHWREHHVWLPDWHG7KHULVNLVDVVHVVHGE\WKHVHYHULW\RIWKHKDUPDQGE\WKHSUREDELOLW\RIRFFXUUHQFH7KHODVW
PHQWLRQHGFRPSRQHQWGHSHQGVRQ WKHQXPEHURISHRSOHDW ULVNDQG WKHIUHTXHQF\RIDKD]DUGRXVRFFXUUHQFH WKH
SUREDELOLW\RIDWUXHLQFLGHQWDQGWKHRSSRUWXQLW\WRDYHUWDQ\GDPDJH$IWHUWKDWWKHULVNHYDOXDWLRQPXVWEHSHU
IRUPHGDQGKDVWREHUHSHDWHGIRUHYHU\LGHQWLILHGGDQJHU'HSHQGLQJRQWKHUHVXOWRIWKLVVWHSWKHULVNUHGXFWLRQ
SURFHVVLVFDUULHGRXW$YDULHW\RIPHWKRGVDQGWRROVLVDYDLODEOHIRUULVNDVVHVVPHQW7KHPRVWQRWHZRUWK\PHWKRGV
DUH7KH ULVN DVVHVVPHQWZLWK D ULVN JUDSK DFFRUGLQJ WR(1,62  WKH ULVN DVVHVVPHQWZLWK D ULVN
PDWUL[ DIWHU (1 WKH ULVN PDQDJHPHQW IRU OLIWV HVFDODWRUV DQG PRYLQJ ZDONV GHVFULEHG LQ
(1,62 WKH)DLOXUH0RGHDQG(IIHFWV$QDO\VLV )0($DFFRUGLQJ WR(1  WKH)DXOW
7UHH$QDO\VLVDVPHQWLRQHGIRUH[DPSOH LQ9HUPD WKH5$3(;ULVNDVVHVVPHQWSURFHGXUHIRUPDUNHWVXU
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YHLOODQFH DXWKRULWLHV DVZULWWHQ GRZQ LQ WKH &RPPLVVLRQ'HFLVLRQ RI 'HFHPEHU  &RPPLVVLRQ'HFLVLRQ
(8DQGGHVFULEHGLQ(XURSHDQ8QLRQDQGWKHQRPRJUDPDFFRUGLQJWR5DDIDW
)LJVKRZVWKHULVNJUDSKDFFRUGLQJWR(1,62DVDQH[DPSOHIRUDWRROWRGHWHUPLQHWKHQHFHV
VDU\VDIHW\OHYHOLQWKHIUDPHZRUNRIULVNDVVHVVPHQW$WROHUDEOHSUREDELOLW\UDQJHRIGDQJHURXVIDLOXUHVSHUKRXULV
GHWHUPLQHG EDVHG RQ WKUHH TXHULHV FRQFHUQLQJ VHYHULW\ RI LQMXU\ IUHTXHQF\ DQGRU H[SRVXUH WLPH WR KD]DUG DQG
SRVVLELOLW\RIDYRLGLQJWKHKD]DUGRUOLPLWLQJWKHKDUP

7KHGDQJHURIH[SRVXUHWRGLUHFWRULQGLUHFWODVHUUDGLDWLRQLVDKD]DUGZKLFKPXVWEHUHJLVWHUHGGXULQJWKHULVN
DQDO\VLVRIHYHU\ODVHUSURFHVVLQJPDFKLQH7KLVH[SRVXUHFDQW\SLFDOO\FDXVHH\HGDPDJHVXSWREOLQGQHVVLIODVHUV
IRUPDWHULDOSURFHVVLQJDUHEHLQJXVHG7KHUHIRUHWKHVHYHULW\RILQMXU\IRUWKLVGDQJHUKDVWREHFODVVLILHGDVVHULRXV
DFFRUGLQJWRWKHULVNJUDSK67KHIUHTXHQF\RIH[SRVXUHGHSHQGVRQWKHSDUWLFXODUPDFKLQLQJWDVNEXWLQJHQHUDO
LWFDQEHDVVXPHG WKDW WKHHPLVVLRQ LV WXUQHGRQGXULQJDFRQVLGHUDEOHSDUWRI WKHVKLIWGXH WRHFRQRPLF UHDVRQV
)6LQFHODVHUOLJKWSURSDJDWHVPXFKIDVWHUWKDQKXPDQVFDQUHDFWDQGEHDPGHIOHFWLRQLVTXLFNWKHSRVVLELOLW\RI
DYRLGLQJWKHKD]DUGLVYLUWXDOO\LPSRVVLEOH37KXVWKLVGDQJHUPXVWEHDGUHVVHGE\DVDIHW\V\VWHPZKLFKSUR
YLGHVDSUREDELOLW\RIDGDQJHURXVIDLOXUHSHUKRXURIOHVVWKDQ3)+PD[FRUUHVSRQGLQJWRWKHUHTXLUHGSHUIRU
PDQFHOHYHOH'HYLDWLQJIURPWKLVDORZHUSHUIRUPDQFHOHYHOHJOHYHOGPD\EHDGHTXDWHGHSHQGLQJRQWKHSDU
WLFXODUPDFKLQH
6KRUWFRPLQJDQDO\VLVDQGDLPRIWKHZRUN
/DVHUVDIHW\LVDQLVVXHRI LQFUHDVLQJLPSRUWDQFHEXWDOVRGULYHVDVLJQLILFDQWSRUWLRQRI WKHFRVWVRI ODVHUPD
FKLQHV7KLV DSSOLHV HVSHFLDOO\ IRU DFWLYH VDIHW\ V\VWHPVZKLFKDUHRIWHQXVHG IRUKLJKSRZHU V\VWHPVDQGFRPH
ZLWKDKLJKGHPDQGRQIXQFWLRQDOVDIHW\,WLVQRWHZRUWK\WKDWVDIHW\EDUULHUVDUHVWULFWO\FODVVLILHGLQWRSDVVLYHDQG
DFWLYH V\VWHPV EXW D KROLVWLF DSSURDFK IRU WKHLU DVVHVVPHQW LVPLVVLQJ 7KUHH LQGHSHQGHQWPDOIXQFWLRQV QHHG WR
RFFXUIRUDGDQJHURXVIDLOXUHRIWKHVDIHW\V\VWHP$PLVXVHRUPDOIXQFWLRQRIWKHODVHUV\VWHPRFFXUVZKLFKLV
QRWUHFRJQLVHGE\WKHDFWLYHVDIHW\IDFLOLW\DQGWKHSDVVLYHEDUULHUFROODSVHVVLPXOWDQHRXVHO\)RUWKLVUHDVRQ
DQDSSURDFKZLOOEHSUHVHQWHGZKLFKDOORZVWKHHYDOXDWLRQDQGGLPHQVLRQLQJRIODVHUVDIHW\V\VWHPVFRQVLVWLQJRI
SDVVLYHDQGDFWLYHFRPSRQHQWVK\EULGV\VWHPVZLWKUHJDUGWRDGHTXDWHVDIHW\DVZHOODVDUHGXFWLRQRIFRVWVDQG
WLPH
)LJ5LVNJUDSKDQGSHUIRUPDQFHOHYHOVZLWKFRUUHVSRQGLQJSUREDELOLWLHVRIDGDQJHURXVIDLOXUHSHUKRXUDFFRUGLQJWR(1,62
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)LJ)DXOWWUHHDQDO\VLVRIDK\EULGODVHUVDIHW\V\VWHP
$SSURDFK
1RPHQFODWXUH
E  LQGHSHQGHQWYDULDEOHRIWKHVWDQGDUGQRUPDOGLVWULEXWLRQFXPXODWLYHGLVWULEXWLRQIXQFWLRQ
5  DFKLHYHGULVNUHGXFWLRQ
U  UHVSRQVHWLPHRIWKHVHQVRUDFWXDWRUFKDLQLQK 
6'  VWDQGDUGGHYLDWLRQRIWKHVDPSOH
60  VDPSOHPHDQ
3DFWN  RFFXUUHQFHSUREDELOLW\RIWKHHYHQWNIRUWKHDFWLYHFRPSRQHQW
3SDVN  RFFXUUHQFHSUREDELOLW\RIWKHHYHQWNIRUWKHSDVVLYHFRPSRQHQW
3)+PD[  PD[LPXPSHUPLVVLEOHSUREDELOLW\RIDGDQJHURXVIDLOXUHSHUKRXU
3)+VDF  SUREDELOLW\RIDQGDQJHURXVIDLOXUHSHUKRXURIWKHVHQVRUDFWXDWRUFKDLQ
W  PDLQWHQDQFHLQWHUYDOLQV
;  UDQGRPYDULDEOHIRUWKHSURWHFWLRQWLPHRIWKHSDVVLYHFRPSRQHQW
=  UDQGRPYDULDEOHOLQHDUO\WUDQVIRUPHGWRVWDQGDUGQRUPDOGLVWULEXWLRQ
]  LQGHSHQGHQWYDULDEOHRIWKHVWDQGDUGQRUPDOGLVWULEXWLRQSUREDELOLW\GHQVLW\IXQFWLRQ
ĭ  IXQFWLRQYDOXHRIWKHFXPXODWLYHGLVWULEXWLRQIXQFWLRQ
  PHDQRIWKHQRUPDOGLVWULEXWLRQ
ı  VWDQGDUGGHYLDWLRQ
ıð  YDULDQFHRIWKHQRUPDOGLVWULEXWLRQ

7KHJRDO IRU WKH DSSURDFK LV WR DOORZDKROLVWLF YLHZ)RU WKDW UHDVRQ WKHPD[LPXP IDLOXUHSURSHUW\ SHUKRXU
3)+PD[DFFRUGLQJWR(1ZDVXVHGDVDUHIHUHQFHIRUWKHVDIHW\WKDWPXVWEHSURYLGHGE\WKHK\EULG
V\VWHP6XEVHTXHQWO\LWPXVWEHGHWHUPLQHGLQZKLFKZD\WKHVSHFLILFDWLRQFDQEHIXOILOOHG7KHUHIRUHWKHSUREDELO
LW\RIIDLOXUHIRUWKHHQWLUHV\VWHPKDVWREHFDOFXODWHG)RUWKLVSXUSRVHDIDXOW WUHHDQDO\VLVDVGHVFULEHGLQ9HU
PDHWDOZDVFDUULHGRXW IRUDK\EULGV\VWHPDVVXPLQJWKDWHYHU\VLQJOHFRPSRQHQW LVDEOH WRSUHYHQW WKH
GDPDJHRQLWVRZQ7KHUHVXOWLVVKRZQLQ)LJ


$IDLOXUHRI WKHZKROHV\VWHPRQO\RFFXUV LI WKHSURWHFWLRQ WLPHRI WKHSDVVLYHFRPSRQHQW LVVPDOOHU WKDQ WKH
VSHFLILHGPDLQWHQDQFHLQWHUYDODQGLIDIDLOXUHRIWKHDFWLYHFRPSRQHQWRFFXUVVLPXOWDQHRXVO\7KHODWWHUIDLOXUHFDQ
DULVHLIWKHVHQVRUDFWXDWRUFKDLQIDLOVRULIWKHSURWHFWLRQWLPHRIWKHSDVVLYHFRPSRQHQWLVVPDOOHUWKDQWKHUHDFWLRQ
WLPHRIWKHDFWLYHSDUW7KHODWWHUPHQWLRQHGSHULRGLVWREHXQGHUVWRRGDVWKHWLPHIURPWKHH[FHHGLQJRIDWKUHVKROG
YDOXHE\WKHLQFLGHQWODVHUUDGLDWLRQWLOOWKHHPLVVLRQLVWHUPLQDWHGE\WKHDFWLYHV\VWHP,IWLVWKHVSHFLILHGPDLQWH
QDQFH LQWHUYDO 3DFWIDLOXUHZLWKLQ W LV WKH SUREDELOLW\ RI IDLOXUH RI WKH DFWLYH FRPSRQHQWZLWKLQ WKHPDLQWHQDQFH
LQWHUYDOWDQG3SDVIDLOXUHZLWKLQWWKHSUREDELOLW\RIIDLOXUHRIWKHSDVVLYHFRPSRQHQWZLWKLQWKHPDLQWHQDQFHLQWHU
YDOWDULVNFRPSDULVRQFDQEHGHVFULEHGPDWKHPDWLFDOO\DFFRUGLQJWRWKHXSSHUSDUWRIWKHIDXOWWUHHDV
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PD[ PFHttwithinfailurePtwithinfailureP pasact d  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8VLQJ WKHSUREDELOLW\RI FRPSOHPHQWDU\ HYHQWV WKHEUDQFK IRU WKH IDLOXUHRI WKH DFWLYH FRPSRQHQW FDQEH H[
SUHVVHGE\HTXDWLRQ
   rwithinfailurenoPPFHttwithinfailureP passacact    
ZKHUH 3)+VDF LV WKH SUREDELOLW\ RI D GDQJHURXV IDLOXUH SHU KRXU RI WKH VHQVRUDFWXDWRUFKDLQ DQG 3SDVQR IDLO
XUHZLWKLQWWKHSUREDELOLW\WKDWWKHSURWHFWLRQWLPHRIWKHSDVVLYHFRPSRQHQWLVODUJHUWKDQWKHUHDFWLRQWLPHRIWKH
DFWLYHFRPSRQHQW
6LQFH WKH SURWHFWLRQ WLPH RI WKH SDVVLYH FRPSRQHQW LV D UDQGRPYDULDEOH FI VHFWLRQ KHUH QDPHG; WKH
SUREDELOLW\RIIDLOXUHRIWKHEDUULHUFDQEHZULWWHQDV3;W7KLVGHVFULEHVWKHSUREDELOLW\WKDW;±DQGWKHUHIRUH
WKHSURWHFWLRQWLPH±LVVPDOOHUWKDQWKHPDLQWHQDQFHLQWHUYDOWLQGHSHQGHQWO\RIWKHSUREDELOLW\GLVWULEXWLRQRIWKH
SURWHFWLRQWLPH7KHGHVFULSWLRQRIWKHSUREDELOLW\RIDIDLOXUHZLWKLQWKHUHVSRQVHWLPHUFDQEHGHWHUPLQHGLQWKH
VDPHZD\%\LQVHUWLRQRI3SDV;UIRU3SDVQRIDLOXUHZLWKLQWDQGVXEVHTXHQWWUDQVIRUPDWLRQHTXDWLRQFDQ
EHZULWWHQDV
   rXPPFHtPFHtrXPtwithinfailureP passacsacpasact dd  
%\VLPSOLILFDWLRQRIHTXDWLRQDQGLQVHUWLRQLQHTXDWLRQWKHSUREDELOLW\RIIDLOXUHRIDK\EULGODVHUVDIHW\
V\VWHPFDQEHFRPSDUHGWRWKHQRUPDWLYHUHTXLUHPHQWVE\
      > @ PD[ PFHtrXPPFHtrXPtXP passacpaspas dddd  
'HWHUPLQDWLRQRIWKHSDUWLFXODUSUREDELOLWLHVRIIDLOXUH
4.1. Probability of a critical failure of the sensor-actuator-chain 
7RGHWHUPLQHWKHSUREDELOLW\RIDFULWLFDOIDLOXUHSHUKRXU3)+VDFRIWKHVHQVRUDFWXDWRUFKDLQWKHSHUIRUPDQFH
OHYHO3/RIWKHZKROHFKDLQPXVWEHFDOFXODWHGE\DVXPPDWLRQRIWKHSUREDELOLWLHVRIDGDQJHURXVIDLOXUHSHUKRXU
3)+GRI WKHSDUWLFXODUVXEV\VWHPV7KHODWWHUFDQEHGHWHUPLQHGDFFRUGLQJWR(1,62XVLQJWKH
UHODWLRQVKLSEHWZHHQPHDQWLPHWRIDLOXUH077)GGLDJQRVWLFFRYHUDJH'&DQGFDWHJRU\,IDFRPPHUFLDOFRP
SRQHQW LV XVHG WKH PDQXIDFWXUHU FRPPRQO\ SURYLGHV WKH YDOXHV IRU 3/ DQG 3)+G UHVSHFWLYHO\ 7KH PD[LPXP
DFKLHYDEOH3/ LV FDOFXODWHGZLWK WKLV YDOXH ,I TXDOLWDWLYH UHTXLUHPHQWV DUH IXOILOOHG E\ DQ\ VXEV\VWHPRQO\ IRU D
FHUWDLQ3/WKHDFKLHYHG3/KDVWREHUHGXFHGDSSURSULDWHO\2VW
4.2. Probability of a critical failure of the passive barrier 
,QFRQWUDVWWRWKHSUREDELOLW\RIDFULWLFDOIDLOXUHRIWKHVHQVRDFWXDWRUFKDLQWKHSUREDELOLW\RIIDLOXUHRIWKHSDV
VLYHFRPSRQHQWFDQQRWEHDVVXPHGWREH OLQHDU LQGHSHQGHQFHRIWLPH5DWKHU WKHIDLOXUHSUREDELOLW\RIDEDUULHU
LQFUHDVHVDWWKHEHJLQQLQJRIWKHPDLQWHQDQFHLQWHUYDODQGGHFUHDVHVODWHUFI/XJDXHUHWDO+HQFHWKHH[
SHULPHQWDOO\ REWDLQHG SUREDELOLW\ GHQVLW\ IXQFWLRQ3') LV XVHG WR FDOFXODWH WKH FXPXODWLYH GLVWULEXWLRQ IXQF
WLRQ&')E\LQWHJUDWLRQ7KHQWKHSUREDELOLW\RIDIDLOXUHZLWKLQWKHFRQVLGHUHGSHULRGLVHVWLPDWHG-RKQVRQDQG
:LFKHUQ9HUPDHWDO
)RUFODULW\WKHDERYHPHQWLRQHGPHWKRGZDVFDUULHGRXWXVLQJDQH[DPSOHZLWKSURWHFWLRQWLPHVZKLFKFDQEH
DVVXPHG DV DSSUR[LPDWHO\ QRUPDOO\ GLVWULEXWHG7KHXQGHUO\LQJYDOXHVZHUH WDNHQ IURP/XJDXHUHWDO7KH
QRUPDOGLVWULEXWLRQLVFKDUDFWHULVHGE\WZRYDOXHV7KHPHDQDVORFDWLRQSDUDPHWHUDQGWKHYDULDQFHıðDVGLVSHU
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VLRQSDUDPHWHU,I DQGıð  WKHGLVWULEXWLRQLVFDOOHGDVWDQGDUGQRUPDOGLVWULEXWLRQ,WV3')DQG&')DUH
VKRZQLQ)LJ
6LQFHWKHUHLVQRFORVHGIRUPVROXWLRQIRUWKH&')LQWHJUDORIWKHQRUPDOGLVWULEXWLRQWKHOLQHDUWUDQVIRUPDWLRQ
VKRZQLQHTXDWLRQLVDSSOLHG7KLVDOORZVWRWUDQVIRUPDQ\QRUPDOGLVWULEXWLRQLQWRWKHVWDQGDUGQRUPDOGLVWULEX
WLRQIRUZKLFKWDEOHVRIYDOXHVRIWKH&')DUHDYDLODEOH=LVWKHUHIRUHWKHOLQHDUO\WUDQVIRUPHGUDQGRPYDULDEOH;
9HUPDHWDO
V
PXZ    

7KH&')RIWKHVWDQGDUGQRUPDOGLVWULEXWLRQFDQEHPDWKHPDWLFDOO\GHVFULEHGDV
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$IWHUWKHWUDQVIRUPDWLRQWKHSUREDELOLW\WRJHWDYDOXH;ZKLFKLVVPDOOHUWKDQRUHTXDOWRWKHPDLQWHQDQFHLQWHU
YDOWRUDQDORJWKHUHVSRQVHWLPHUFDQEHGHWHUPLQHGE\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
6RDVVXPLQJDQRUPDOGLVWULEXWLRQWKHSUREDELOLW\RIIDLOXUHZLWKLQWKHPDLQWHQDQFHLQWHUYDORIVDXGLWFODVV
7DFFRUGLQJWR,(&RIWKHSURWHFWLRQWLPHGLVWULEXWLRQVKRZQLQ)LJFDQEHFDOFXODWHGE\-RKQ
VRQDQG:LFKHUQ9HUPDHWDO
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)LJ3UREDELOLW\GHQVLW\IXQFWLRQOHIWDQGFXPXODWLYHGLVWULEXWLRQIXQFWLRQULJKWRIWKHVWDQGDUGQRUPDOGLVWULEXWLRQ
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
$ULVNFRPSDULVRQZLWKWKHGHWHUPLQHGYDOXHRIPD[LPXPIDLOXUHSURSHUW\FIVHFWLRQUHYHDOVWKDWDQDGH
TXDWHIDLOXUHSURSHUW\FRXOGQRWEHDFKLHYHGLQWKLVH[DPSOH
  


PD[

  d PFHtsXP  
7KHPHWKRGLQSUDFWLFDOXVH
7KUHHHVVHQWLDOVLPSOLILFDWLRQVFDQEHGLVWLQJXLVKHG)LJ7KHXVHRIDSXUHO\SDVVLYHEDUULHUWKHDSSOLFDWLRQ
RIDV\VWHPLQZKLFK WKHSDVVLYHFRPSRQHQWRQO\EULGJHV WKHUHDFWLRQ WLPHRI WKHDFWLYHV\VWHPDQGD IDFLOLW\ LQ
ZKLFKWKHSDVVLYHFRPSRQHQWDVZHOODVWKHDFWLYHFRPSRQHQWSURYLGHDVXEVWDQWLDOFRQWULEXWLRQWRDFKLHYHWKHRE
MHFWLYHRISURWHFWLRQ,QWKHILUVWLQVWDQFHWKHDFWLYHFRPSRQHQWLVQRWSUHVHQWVRLWVSUREDELOLW\RIIDLOXUHLV,QVHU
WLRQLQHTXDWLRQUHVXOWVLQ
  PD[PFHttXPpas dd   
,QWKHVHFRQGFDVHWKHSUREDELOLW\RIIDLOXUHRIWKHSDVVLYHFRPSRQHQWZLWKLQWKHPDLQWHQDQFHLQWHUYDOFDQEHDV
VXPHGWREHGXHWRWKHVKRUWSURWHFWLRQWLPH7KLVPHDQVWKDW3SDV;W $VVXPLQJDVKRUWUHVSRQVHWLPHRI
WKHVHQVRUDFWXDWRUFKDLQDQGDVXIILFLHQWSURWHFWLRQWLPHWKHSUREDELOLW\RIIDLOXUHRIWKHSDVVLYHFRPSRQHQWEHORZ
WKHUHVSRQVHWLPHFDQEHVHWWRVR3SDV;U 7KXVHTXDWLRQFDQEHVLPSOLILHGWR
PD[PFHPFH sac d   
7KH UHVXOW LV D FRQYHQWLRQDO ULVN UHGXFWLRQ DFFRUGLQJ WR(1,627KXV WKHPHWKRG FDQEH DV
VXPHGWREHYDOLG7RMXGJHZKHWKHUWKHSURWHFWLRQWLPHRIWKHSDVVLYHFRPSRQHQWLVVXIILFLHQWWKHLQLWLDOHVWLPDWLRQ
RIWKHSURWHFWLRQWLPHFDOFXODWHGDFFRUGLQJWR,(&PLJKWEHXVHG
)LJ6WDWLVWLFGLVWULEXWLRQRIWKHWLPHXQWLOEUHDNWKURXJKRI]LQFPDJQHVLXPFRDWHGVWHHOVDPSOHVRIPPWKLFNQHVVLUUDGLDWHG
ZLWKDQ\WWHUELXPILEUHODVHUZLWKDQRXWSXWSRZHURIN:DQGDEHDPGLDPHWHURIPP/XJDXHUHWDO
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
,QWKHWKLUGFDVHLWFDQEHDVVXPHGWKDWWKHIDLOXUHSURSHUW\ZLWKLQWKHUHVSRQVHWLPHRIWKHVHQVRUDFWXDWRUFKDLQ
LVGXHWRWKHQHFHVVDU\VLJQLILFDQWSURWHFWLRQWLPHRIWKHSDVVLYHEDUULHU(TXDWLRQFDQEHPRGLILHGWR
PD[ PFHtPFHttXP sacpas dd   
,QDOORWKHUFDVHVWKHZKROHULVNFRPSDULVRQVKRZQLQHTXDWLRQLVWREHXVHG
&RQFOXVLRQDQGSURVSHFWV
$PHWKRGWRDVVHVVWKHVDIHW\RIODVHUVDIHW\V\VWHPVIURPDKROLVWLFSRLQWRIYLHZZDVVKRZQ,WFRYHUVDOOFXU
UHQWO\XVHGV\VWHPVDQGLVWKHUHIRUHXQLYHUVDOO\DSSOLFDEOH$FUXFLDOSRLQWRIWKHDSSURDFKZDVWRHYDOXDWHWKHVDIH
W\SURYLGHGE\SDVVLYHFRPSRQHQWVLQDFRPSDULVRQWRWKHVDIHW\RIWKHDFWLYHV\VWHP%DVHGRQSURYHQDQGVWDQG
DUGLVHGSUDFWLFHVDQHZPHWKRGZDVGHYHORSHGZKLFKDOORZVWRHVWLPDWHWKHSUREDELOLW\RIIDLOXUHRISDVVLYHEDUUL
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